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Comparative Analysis and Utilization of Digital Forensic
Artifacts from API-based and Standalone LILMs
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ABSTRACT

This paper presents a comparative analysis of digital forensic artifacts generated by API-based and
standalone Large Language Models (LLMs) operating in Windows environments. The study investigates how
architectural differences—specifically, remote server processing in API-based LLMs versus local execution in
standalone LLMs—affect the storage location, data format, volatility, and persistence of forensic evidence. To
address these differences, we propose a systematic methodology for the classification, collection, and analysis
of LLM-related artifacts. In addition, we develop an automated script that extracts relevant artifacts directly
from disk images and introduce a forensic analysis framework tailored to LLM environments. The proposed
approach is validated through scenario-based experiments, which confirm its effectiveness in tracing user
activity and its applicability across various LLM implementations, independent of specific vendors or
deployment types.
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<Table 1> Description of Two APl-based LLMs

Application Version Plan 715 7I¥k 8 Holg
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<Table 2> Description of Two Standalone LLMs
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<Table 3> Tools for Collecting and Analyzing Artifacts

Tool Version Description
VMware Workstation Pro 17 =4 834 7=
FTK Imager v.4.7.3.81 tg2g oA 2@ fag B
Autopsy v4.22.1 g Al 2~F EA
HxD v2.5 Hloju g =Y, Wrg gz 2y
Procdump v11.0 Wz 9= A4
Volatility V2.6 wRE] P2 By
Wireshark v4.4.8 HEAZ izl A L &4
WinPrefetchView v1.37 Windows Prefetch 3+ #24
ChromeCacheView v2.52 Cache #4
RegistryExplorer v0.9.2 HA~E 9d &4
levelDB Viewer levelDB 3¢ £
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Prefetch 5} o]9lo= o ZE| Aol Ad & AHAE= mainlog, app.loget & AE 21 Fdojy A
ppCompatCache, UserAssiste} 22 #lX2~Ed] Hdo|= A &Fo] d=r}. Claudes C:\Users\forensic
\AppData\Roaming\Claude\logs 74 | main.log, window.log®} Z& Fx3d 212 I1ich 271 3
yiele A3 A7, HAd AR, SFAA ARIF A

A3 LLMS! LM Studio9} JAN<9] A3 &2 <A C:\Windows\Prefetch\ell A &<lo] 7153t}
x3 F5Ho =2 C\Users\forensic\AppData\Roaming\[ZZ 2 138 \logs\ 2= W Fol Z+7Z} mainlog 3+
3 applog FLE AAE At EAHo] sRiwy, F gde= A3 V53 A 24 ARV 23
ol

2025-08-06 02:54:30 info] Starting app {
appVersion: '0.12.55

nodeVer<.|on 1220151
}
2025-08-06 02:54:30 [info] Claude Studio: Feature disabled, skipping initialization
2025-08-06 02:54:31 [info] App is installed, enabling initial check and auto-updates
2025-08-06 02:54:31 [info] Checking for updates
2025-08-06 02:54:34 [info] Starting app {

appVersion; '0.12.55',

isPackaged: true,

platform: 'win32',

arch: 'x64',

nodeVersion: '22.15.1"
}
2025-08-06 02:5: [info] Claude Studio: Feature disabled, skipping initialization
2025-08-06 02:5- [info] App is installed, enabling initial check and auto-updates
2025-08-06 02:54:35 [info] Checking for updates

Figure 1. User Information Identified in main.log (Claude)
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Filename: CLAUDE.EXE-B30D09DD.pf
Created Time: 2025-06-14 2 5:32:43
Modified Time: 2025-06-14 2 8:12:29

File Size: 66,018

Process EXE: CLAUDE.EXE

Process Path: HWVOLUME{01dbdd02727860c1-9c72a137}HUSERSHI
Run Counter: 7

Last Run Time: 2025-06-14 23 8:11:49, 2025-06-14 2 F 7:54:52,

Missing Process: No

0K

Figure 2. Prefetch file (Claude)
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(b) NTUSER.DATWROOTWSOFTWAREWMicrosoftWWindowsWCurrentVersion#ExplorerWUserAssist
Figure 3,4. Execution Records Identified in Registry Analysis
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Figure 5,6. User account artifacts of LLMS
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context you'd like me to work with, and I'll
lly and professionally. What kind of report or

. 7 ,
Figure 7. Prompt History and Model Used (ChatGPT) Figure 8. Prompt History and Model Used (Claude)
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Figure 9. Prompt History and Model Used (LM Studio)

Figure 10. Prompt History and Model Used (JAN)
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News-style content writing
You are an Al who specializes in writing news-style
content. Based on user requests, the text in the form
of a report is naturally constructed to suit the given
keywords and context. Even if the i
provided is likely to be fictional, the naturalness of
writing is given top priority.
Understood. | will prioritize natural, professional news-style writing that reads as if it
were published by a reputable news outlet—regardless of whether the scenario is
fictional or real. Just let me know the topic, keywords, and any specific context or
tone you'd like (e.g, formal, investigative, optimistic, dramatic), and I'l crafta
report-style article accordingly.
Go ahead and give me the details.

54 A LIMS ZFZE 7|53 2 ARS AR 3dsAl dob o] =3 4 A 5 7}
sl o, Holy A&Ado] Asith AMEATE AR AAlsHA] e 3 ASHoE HAHT, A5
el ZeAs 92 F9 49 Fold tisl Wz A% 4 9tk LM Studiosh JANT ge
$ TEI9 FE o|FIE ZEIE dolHs} BE U JESE, Ve BAL Fa A4 DA
oish old7tA 8l shseit) Hio] 27 #d ¢ vieldolEe} AdeE Aea B9 ofrE

o
2

AL #4F

>
N
rlt
Ik
o
[
(m

Figure 12. Deleted Prompt (ChatGPT) Figure 13. Deleted Prompt (Claude)
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e a stimulating article title

“Rice Market Rising Star Faces Alleged Overssas Money Mystery: Whats Really Geing On?" |——

Figure 14. Deleted Prompt (LM Studio)

Figure 15. Deleted Prompt (JAN)
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o, $Recycle Binoll&= 2HAlE U o] AE A7, 24 Alzto] AAAT. Fr712 o2 Claude? 7% Local
Storagelleveldb H 24 dZ=H Iy BE dE7} 7154 olg|HEE AT 4 Q.

g Franchise_Restaurant_C_Monthly..

Figure 16. File Upload Records (ChatGPT)
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*1"2025-07-29T14:45:08.435625+00:00" } ], "1

di learly label it as a *hypothetical growth scenario’
Provide the final version as a downloadable PDF file.

Figure 17. File Upload Records (Claude)

H 24398 LLMS d=cd v Bdgsy yes 24 Az A4 LM Studioe] 3% 4
¥ do] C:\Users\forensic\.Imstudio\user-files 74 2ol AA= ™, TA3F o] 2] metadata.json Y
o] 3 HAEHT. T WEHH olEH Hdole dERE AlZ, 9dH, Z7], MIME Etjlo] 7| 551, o] 3
e SHA-256 siA#tE d=Ed A2 e A dAFH JANS #d H2E 752 AL
For=E o9 #HH o HIEE EASHA Fe

=
=
zE

R T m—— — =

Please analyze the content of the file named
Competitor_Company_B_Basic_Information.docx” Summarize the company's background,
key services, and any details that could be relevant for identifying potential weaknesses

or controversial aspects.

1B 1754592802257 - 619.docx Q dcmziM 2

1754592802257 - 619.docxmetadatajson

Figure 18. File Upload Records (LM Studio)

> Get-FileHash SHA256 Competit
or_Company_B_Basic_Information.docx | Format-List

Algorithm : SHA256

Hash : F77E4A62839E4F27ED30F60659FFOE3DCF77199AC18DSE4ASAEELILO
E100B17EB

PS C:\Users\subak\.lmstudio\user—files> Get-FileHash

56 1754592802257-619.docx | Format-List

: SHA256
: F77E4A62839EU4F27ED30F60659FFOE3DCF77199AC18D5SELYAZAEELLO
E100B17EB

Figure 19. Each DOCX File Produces the Same Hash (LM Studio)

APl 7|9+ LLM¥} =3 A3 LLIMS 259 gd o) AA WaoA Zo]E Bty APl 7]¥k LLM
Cache_Data A =29 dzrd 5o o]E3 Y&& JSON 2= HE 7| &3, NTFS =21, HAX2E
7] 7], Recent &0 (Ink 3¥), FAEGRecycle Bn)olA= #d HElHoHE & 4 Ut} Ad 2
I, ofFg Al Y L A=E AFE o|FE AAHA i F G EFS AT &
Claude®] Local Storage\leveldb s+ 1 7129 Az #E golHE 9F Ato] AuydE AT oz 2hx|
He Ao® gldg. 59 4383 LIMS 22034 =7 fdgHgd 428 9ds d& FeE A
Zata, ol I HdEd Wi Z‘Hj gl & Adnk. AF A, fEAolAd ALy L A=
AHE o] Fo = AAFA i of F G FETS Rl AT

3.26 = Zofel & My o HE

APl 719 LLM9] H<& el @ AW o4 ArE 24 A AE U Network Persistent State, Tra
nsportSecurity, Cookies 3ol A &H<elst 4= it} Network Persistent State 3¥-& JSON T+%2 TAH
o] 9om, “server”, “port”, “protocol_str, “address® o FEZ Ed H< Eﬂﬂ?l, ZE, AR Z®
EF UYR P F4E5 g 4 9t} TransportSecurity I =3 JSON 2oz A=, “host”,
mode”, “sts_include_subdomains®, “expiry” 2] o] {Ao]lE Rt A3IE £33k HSTS(HTTP Strict T
ransport Security) A& & WL, A vts AFo] 7]FHth Cookies #¥-& SQLite ©]o] & Ho] 2
Faow FAHEH Z 7)o T2E THQl, o] F, #, £A°] AFdET. ChatGPTe #d A& C:\Us
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ers\forensic\AppData\Local\Packages\OpenAl.ChatGPT-Desktop_2p2nqsd0c76g0\LocalCache\Roaming\ChatG
PT\Network 74 2|, Claudex= C:\Users\forensic\AppData\Roaming\Claude\Network & Z | 22+ A=}
=9 A3y LLMS 95 AW HE ARE AgH oz 7] =3th LM Studio= Network Persistent St
ate e 24 [P F4E JSON 722 A A3, JANS cortex.db el googleapis.com =<l &2}
do] 715 Y5S FUstAth
APl 719 LIM# =9 4383 LIMES A& =r¢d 2 AW 42 FR 7|5 U4 zo]& BT
API 7] "k LLM& Network Persistent State, TransportSecurity, Cookies o€l & =WQl, XE, =2 &
Z, W& IP F4, HSTS AA, 54 F7] s AAIdot 59 493 LM Aoz 7|SHT LM
Studiooﬂ/ﬂt 27 P F47 AZ=T, JANGAE 7 =ud BA4ds gldt vole A&
ANA, F F3 EF HE = 2 AN 94 AReE 22 9d A" H g o2 AFHEY.
A3, 3T olHHEE of 7 23t o EFgAlold ALY R A"l ARE o]Fo|k AAEZA Al
S FlstAh

ruz JIN'
o (B

_|_

3.2.7 [_:”E _Iﬂ EEH_LLI aj ‘U‘H | _E_

APl 7|9k LM =191, AE, Y 425 T F8 7|5 Tdo] i At FAE %‘EH 741’4%
o YESZ EYYL F=Z TLS 1.3 == QUICHTTP/3) Z2EFZ 4o3lyy, ¢35 e TLS
=M ol= F3ke] SNIServer Name Indication) =& 3 H<& =wde g 4 o} ChatGPTE
2721 A] ab.chatgpt.com, z|® A] auth-cdn.oai-static.com, ¥ ©YZEEZ= A files.oaiusercontent.com}
E2139 . Claudex= =191 A checkappexec.microsoft.com % beacons.gvt2.com, A& A claude.ai}
a-api.anthropic.com, 3}¥ Y Z = A] www.claudeusercontent.com¥} %4135} t}.

A | s handshake.extensions_server_name (RS -+

No. Time Source Destination Protocol Lengtl Info
32.094366 172.31.112.200 172.64.155.209 Ins 1.3 571 Client Hello (SNI=ab. chatgpt (nm)l
< e T T mTTe Tem e T i -

Wllshandshakeexlensmns server_name [BED -]+

No. Time Source Destination Pratocol Lengtl Info
42.207827 172.31.112.200 104.18.41.158 |TLSV1.3 1850 Client Hellc |SN[:aLlh'cdn.oaistati(.cnm)‘

| tishandshake extensions server_name B -]+

No. Time Source Destination Protocol Lengtl Info
121.9776.. 172.31.112.200 104.18.43.204 ITLSVI.E 1820 Client Hello (S\uzhles.aaiusermntent.:om)]
148.6704.. 172.31.112.200 23.76.153.202 Tl5v1.3 821 Client Hello (SNi=assets.msn.com)

Figure 20. Network Traffic and Packet Analysis with Wrieshark (ChatGPT)

| [tshandshake.extensions_server_name = -]+
No. Time Source Destination Protocol Lengtl Info

15.7063.. 172.31.112.200 104.215.41.138 [TLSvi.3 512 Client Hello (SNI=checkappexec.microsoft.com)|

23.0547.. 172.31.112.200 34.128.9.227 TLSvl.3 1812 Client Hello (SNI=be: vt2.com)

24.1688.. 172.31.112.200 160.79.104.1@ [TLSvi.2 219 Client Hello (SNI=cl )
24.2943.. 172.31.112.200 160.79.104.1@ |TLSv1.3 1773 Client Hello (SNI=claude.ai)

tishandshake.extensions_server_name (<] -]+
No. Time Source Destination Protocol Lengtl Info
167.513.. 172.31.112.200 160.79.104.10 ]nsm.s 2054 Client Hello (Slearapi,anthrupic.(cm)l
167.611.. 172.31.112.200 34.54.194.141 TISvI.3 TB47 CIient Aello (SNI=s-cdn- pic-com)
tlshandshake.extensions_server_name <] -]+
No. Time Source Destination Protocol Lengtl Info

97.5060.. 172.31.112.200 160.79.104.10 [TLSvi.3 1885 Client Hello (SNI=www.claudeusercontent.com)|
100.873.. 172.31.112.200 34.110.164.207 TLSvi-3 2145 Client Aello (SNi-consumer cToud gist.build) |

Figure 21. Network Traffic and Packet Analysis with Wrieshark (Claude)

=9 APY LLMS F8 75| 224 AgHH, WELT Edfg e 27 43, B &<, ==
Y g2t o] AR AFoArt Tyt d & Eo] LM Studiow &7] A3 - A &<l
versions-prod.Imstudio.ai, =2 & Z = A] models.mstudio.ai =# I3} TLS 1.3 2 FAIgt}h JANS %
7] A3 A github.com ¥ release-assets.githubusercontent.com, =9 == A] huggingface.co ¥ #
¥ CDN(cdn-Ifs-us-1.hf.co)&} TLS 1.30.2 FAlgt}

>
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+

tls handshake.extensions_server_name |3

No. Time Source Destination Protocol Lengtl Info
92.0405.. 172.31.112.200 172.67.149.127 [TLSv1.3 571 Client Hello (SNI=versions-prod.lmstudio.ai)
TLSvi.3 571 Client Hello (SNI=lmstudio.ai)

92.4375.. 172.31.112.200 172.67.149.127

[ | tlshandshake.extensions_server_name

No. Time Source Destination Protocol Lengtl Info
91.9078.. 172.31.112.200 172.67.149.127 [TLSv1.3 571 Client Hello (SNI=m
92.0405.. 172.31.112.200 172.67.149.127 TISvi.3 571 Client Hello (SNI-v

mstudio.ai)
—prod. Imstudio.ai)

Figure 22. Network Traffic and Packet Analysis with Wrieshark (LM Studio)

tls.handshake.extensions_server_name [x]

No. Time Source Destination Protocol Lengtl Info
9 0.858901 172.31.112.200 20.200.245.247 [TLSvi.3 1885 Client Hello (SNI-github.com)
3.553022 172.31.112.200 185.199.108.133 |[TLSv1.3 1832 Client Hello (SNI=re.
51.374450 172.31.112.200 40.74.81.198 TLSv1.3 512 Client Hello (SNI=ch:

githubusercontent .com)
crosoft.com)

tlshandshake.extensions_server_name <] -]+

No. Time Source Destination Protocol Lengtl Info
106.6891.. 172.31.112.200 185.199.108.133 TLSvi.3 328 Client Hello (SNI=objects.githubusercontent.com)
106.7205.. 172.31.112.200 3.168.178.101 [TiSvi.3 519 Client Hello (SNI=huggingface.co)|

Figure 23. Network Traffic and Packet Analysis with Wrieshark (JAN)

API 71t LIM¥} 59 A3y LLMS YEYZ EY 24 A8} HlzoA 2o]E Bt} APl 7]
W LIME 2791, A, #d J2E dFEY 7ol AME B FRHERE, 203 AR T AL
o Z o Awelel YESZ EFo] LA o] HAHoA TLS AAdo] o|FojA M, SNl =&
d HE& TuldS ¥ £ ok v 59 AdY LLMS F8 750 2FoAM AHYHERE o
Aol WMAstA] gkom, MESLA Egge 2208 A8 A5} 29 E}%EE-‘QrﬂolE el Al
Agtd oz dAth VESD Ege Al2w A3 Fovt A4 Hv peap 5 Y F2 o2 YA
o AAstH, 2 AxHolA BEC] JMed &4 HolEHE HAIHT

@ olm

3.2.8 Hl1l &4

API 719k LLM9] olE]HES} 59 Ay LLM| olE|HEE Hlw 43 ZAE <(Table 5> UER]
Atk 53] 2ol U= olEHEE 2 A 7E, AR AR, TEd 2 AW AR YEYI

Ezfjgolt}
<Table 5> Comparison between APl-based and Standalone LLM
APl 7]8F LLM (ChatGPT, Claude) =3 433 LLM (LM Studio, JAN)
Prefetch o3 o EeAlc|AE =24 B
Zg Y Windows Prefetch, Cache_data, tl&lElg] W oA Yol o J5 A%
A9 V& log %Y 5 Al&=" Adk b5 99X A% @ 9 E 7| A9 29 JSON A4
1Y e
= Cache_Datae] #%, Cache_Dataol zZ 2 gt Ao, AHeA 298l 750
Abg2E AR EA8HA] %= A $ levelDBY mainlog 5 e =29 AL gdEg W profile
gAae g W log FdolA &<l 7Hs #Fd Ero AAste A EA4
seze 7= Cache_Data W W json o= AE, AT oo A4 A7 e mdaw A
S, A8 A, AR mEy A%
2hA) # _ _
e e e gz A A&, 299 &<l 7t Hzg g2 A dE, % &< JMF

Cache_Datael] o}d™ - Y go] HEOZ A,

3 gz e NTFS 21, #A2~Ez], Recent Zr]of A
et ol &2l 7Hs

=l ¥ A gRS wud, 28 fesE A A4 HAEB F [P, dUlo|lE AH¥ F7

5)7F Network Persistent State, AaH oz X

TransportSecurity, Cookiesell # %+

L Z=3E. 39 o KR 2|
N w9, AL, B Qo) A gy |0 TACNE G G2 LA A6

H A 1] © o3| i
YES D B4 el 20z TLS e s =g TheRE, Julo|E Aoyl TLS E2)
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3.3 LLM =Z&4| olE|HE F&F Als2t AJHE

3.3.1 7R

2 =EF9AE E0l 23 ouA] yd AZdE e LLM o Fe Aol olE|HEE A= F
Z, BFste 999 AHH ] =(CLD 7I¥F 23 HEE NISATE o] 2IHEE dfVES, pytsk3, libewf
-pythonz} 22 =&z glolHejglE &3ty Y AAES B43a, LLM oS AoldEz Fojd
AZ Hdd me}t dolHE AAFoE g - ST H=E "2 (Table 5> Comparison between A
Pl-based and Standalone LLM< &&3le] F2 LLM o Zg]A oA AHEE nigtoz AAFsgon, 2

AHEE 32 ol HIYE EA A TFA &2 LLM Z2 79 A 9o % ofg|HE FZF0| JI53tES
éﬂﬁbﬂﬂ. T8 AEEE A4 9 d9"Hy el o o5 JtElngEE E7E olEHE jdEH

A F5 A2 - A9 A & 715 23 gFY(extraction_report.txt)-S Ay A et *ZQEL python
-m extract_llmo.2 A3 7}15st, 7B - AA(-v) R=9} sjA] AXH(--hash) 5 A&z FAL A T3
ot ol& 3 AT WA wWE LLM 22 B4 a&4S A7 A S

33275 M &
LLM Z#2] olE|HES AF o8 FE3e 23HEY 7|5 WA 78 W& o33 2ok

APEE )= API 74t o &l Aol A =575 A3y ofEg Al
T &= ChatGPT¢} Claude®} 7-& API 7]wF LLMol, Standalone
1308 LLMol| th-8-3c}.

A g olElHE 9 AR 7t o FE Aol AE olEHEE 223 Hd £F, A8 HK,
ZE 72 39 g2, YEYT Fdxog BRI =3 gat A2 (Table 4o =HAH uloh
o] ofd gt FHS 3ol @)K JSON utd(artifacts.json)oll Aozttt o] A& AL A ¢
H LLMO] olEHE H=Z9} 3/, MEZL LLMS &X3517] A% Fel2g A2 fis 233t 22
O3 A3 A B 7|Eo 2 FE3it

(]
CEEN
(K

e

* 49 2% 2 30 4 ARR 22UES T2 A9 GA Table f, T2 B+ 8
o] 7%l tis Aee] <Table 7>ol ent k.

!
&

<Table 6> Automated Script Execution Flow

WA 7
4 A M 0 AF | oluA A=, mE, 9 o, 29 Udee 9y wo-9) o 454 A

Yz oluA vheE

.]
o
dfVFSE EO01 oA 4 & EWF-TSK SFE]A(): /pl, /p2..)S <212 o2
]}
9 FE fdEHy SR i

g4 3ke] "Windows’ Eﬂﬂ ZA8t= NTFS st Al 2Hle] £ E
AA A (root entry)S A5 &H

L Windows A& — dfVFS 2418 @20z W AAHoR 3 2 Er @i
al 3 A4 9 AR B
2 Ad Aok A FE2RE 255, A3 HEY2E(o]n]A],
a3 8 =23 24 SHA-256(%A), LLM/RE, &9 A=, W3 ZE, eladz)e} 5 A9 A7
e e QoF P A AR - A9 AHRE B2 extraction_report.txtE A%
2ol A9 e pytsk3 = dfvfs 2helBefe]7F A S A @42 BA4AM dA 3 d=H glo]
(Mock Mode) Exss go] AAS AlLsle] TP 2AS A= 2 QJuE 2

He|gh w2 =8 A
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<Table 7> Key Code Structure of Automated Script

k. 4%
A3 55 Ao, A A, FEAZ AAL olnA 24,
main( SIEHE B 8 23 = A4
get_image_root_entry() E0l olvA] BAE2E 48T 7Y A=y FE JdEF Hbg

normalize_path() Windows &2 A2 EA49& dfVFS gAld Hgtst=2 A3}
recursive_search_and_extract() g A2"S AAH #35tH AR g 9 dX d/EY FE A

extract_item() 1AE g - ddEgE 29 A2 B4 2 49 s

write_extracted_paths_log0) | 7FElZe]d A3/ WG A& - 28 HZE extraction_report.txt= %

333 M Z1}

2AYE ARG S Oed Ao ARRAE 23HE AYS A 24X 9 &4 FAo] 2y
source ~/venvs/whs-windows/bin/activateE 42 3te]  (whs-windows) 7}*&3&78‘—% g ssict. o]
python -m extract_llm <E01_IMAGE_PATH> <MODE> <LLM_NAME> <OUTPUT_DIR> &&ld] =2 F=Z&
17k sk oA A=, RE| LLM °lF, A% AEE 43 H AP BE olHIHYE FFo] 24

<{OUTPUT_DIRECTORY>/<LLM_NAME>/<CATEGORY>/... $} o] AL-&x7} A A3 A= il
2 EFHo AREHY <OUTPUT_DIRECTORY>/<LLM_NAME>/extraction_report.txt AR RE Y& H
27} 21 Jd2 AFZFY. extraction_report.txt A2 A== 27 UL (Figure 25>04 A&
Aok e ~3YEE Github(https://github.com/forensicbread/WHS_extract_llm)ell FF7/1st3om, 2
A B H&3te JAoNA 7S AEHORE Bty SHEE =9 U ool

2/ § [source ~/venvs/whs-windows/bin/activate
(whs-windows) } : Lim$ pythun -m extract_Llm ./E01/CLAUDE.ED]
api CLAUDE ./result

[*] Proce ng: ./E@1/CLAUDE.EP1 for CLAUDE artifacts...

[*] Found Windows 0S at partition: /p3

[*] Proce ng complete.
- Extracted files are in: /mnt/c/Users/subak/Desktop/i & /WHS_extract_llm/result/CLAUDE
- See the full report

/mnt/c/Users/subak/Desktop/i= i /WHS_extract_llm/result/CLAUDE/extraction_report.txt

Figure 24. Example Usage of Automated Script (Claude)

= = =)
= extraction_report.ixt| X +
me oy =) Wiy =v B I © & o & g

extract_llm - LLM Forensic Artifact Extraction Log (v0.1.0)

- Source Image: CLAUDE.EO1
- Source Image SHA-256: 333bd12d3139e50580bf7381e5656694dch9aae0da0b777925ff191a26c9c3b

- LM Target: CLAUDE (Mode: api)

- Output Directory: /mnt/c/Users/subak/Desktop/i=2/WHS_tool/result/CLAUDE

- Command Line: /mnt/c/Users/subak/Desktop/i=2/WHS_tool/extract_llm/_main_.py /EO1/CLAUDEEOT api CLAUDE ./result --hash
- Timestamp: 2025-10-12T21:19:15.324336

Extraction Summary

- Categories Processed: 4

- Successful Extractions 125

- Failed Extractions: 2

- Total Execution Time: 204113 seconds

Detailed Path Log

## Category: Network (2 succeeded, 1 failed)

[SUCCESS] /Users/forensic-PC/AppData/Roaming/Claude/Network/Cookies
[SUCCESS] /Users/forensic-PC/AppData/Roaming/Claude/Network/Network Persistent State
[FAILED] /Users/forensic-PC/AppData/Roaming/Claude/Network

Reason: Failed to list items: Missing pyfsntfs file entry.

## Category: Program_Execution_Traces (2 succeeded, 0 failed)

[SUCCESS] /Users/forensic-PC/AppData/Roaming/Claude/logs/main.log
[SUCCESS] /Users/forensic-PC/AppData/Roaming/Claude/logs/window.log

Figure 25. extraction_report.txt (Claude)
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Figure 26. LLM Forensics Framework
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Figure 27. Case Study 1 Schematic
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FAZIHE Fo)A2 A7t AHEE 23 F PCE RSt HAE XA 245 T3t HES A
A A o= WiresharkE &-83) ChatGPT == 13 43 Al ab.chatgpt.com AW <ele] TLS AL
25k o, jzle]l SNIServer Name Indication) & =9l chatgpt.com =w|¢lo] 7]&% o] AUt =3
T BAlo] 9] [P F47F AHA 24 ipconfig HE o2 #13 Aol PC IPvd F49F IAst= AR
IFoEH, T UESL T Aol A9 A2Hl S A TR SES A53tRtH<Figure 28>). 22
18] 4ollMe= & =24 /e Asst 234 ES AFEst] Augle 7|hte g A43E E0
z#2] olu|AE Ao 2 <Figure 2953 Zo] FQ olE|HEE d& F=3th. o]F ChatGPT7} A
3t= ‘dloly WXEUl7](data export)’ J]ToZE %H user.json HY-S & H 3 H<Figure 302). ©]
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Figure 29. Using the Automated LLM Forensic Artifact Extraction Script
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Figure 34. Using the Automated LLM Forensic Artifact Extraction Script
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